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증가하는모바일사용

Source: CVE.Mitre.org. 

CVEDetails.com: Android and iOS
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실제존재하는위협

앱, 프로파일, 네트워크, 그리고보이지않는영역
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L6-7 – APPLICATION + PRESENTATION

L5 – SESSION

L4 – TRANSPORT

L3 – NETWORK

L2 – MAC / DATA LINK

L1 – PHSYICAL

• Stagefright (24 CVEs)

• 11+ Threat Vectors (MMS, 

Browser, Downloads, 

Email, Facebook App, 

Gallery, etc.)

• Ransomware

MULTIMEDIA

• Spear phishing SMS

• Malicious MMS

• Stagefright (24 CVEs)

SMS, MMS

• OS Exploits

• Kernel Exploits

• Malicious Profiles (iOS)

• Network Configuration 

Attacks (DNS, Proxy, 

Gateway) 

• Over The Air (OTA) 

updates (like Swift Key)

• Remote Device 

Management

• Shared Lib Injection

• Persistent File System 

Modifications

OS / KERNEL

• NFC Proxy

• Malicious Bluetooth

NFC, BLUETOOTH

• AV/Malware (Ransomware, 

Trojans, Adware, Spyware) 

• Access Abuse (Unsecured 

Apps and Privacy Risk)

• Repackaged Apps

• 3rd Party Lib / Back Door

• Time Bombs

• Download & Execute

APPS

• Known Browser CVEs

• Attachments (PDF, 

DOC,XLS)

• Spear phishing Emails

• Session Hijacking

• Man In The Browser

• Fake SSL Certificates 

(SSL Decryption) 

• SSL Stripping

BROWSER, EMAIL

• Unlocked Containers

• VPN, Micro VPN

CONTAINERS

• IPv4, IPv6 Scans 

• TCP, UDP Scans 

• ARP Scans

RECON  SCANS

• Rogue AP

• ARP MITM

• ICMP Redirect

• ICMP Double Direct

• SSL Striping

• Session Hijacking

• Fake SSL Certificates

WIFI

• Malicious Chargers

• Juice Jacking

• Key Loggers

• Shared Lib Injection

• Unsecured Memory Cards

USB 

• Social Engineering

• Lack of Security 

Awareness

• False sense of security

USER

• Rogue Cell tower / 

Femtocell

• MITM 

• Location Tracking

RADIO
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안티바이러스로충분한가? 

AV에서의악성앱식별은대부분시그니처가있어야작동
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“사용자교육”이답인가??

많은보안전문가들이사용자에대한보안교육을통해많은문제가감소할것이라말하지만…..

공식구글앱스토어의
Trojan.AndroidOS.Ztorg.bp

가짜 BBC 뉴스앱배포를통한
공격
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모바일위협은명확하고대단히위험

2017년 Apple과 Google은보안패치수발표1

2/3의모바일디바이스가취약한 OS에서작동2

10%의디바이스가 “man-in-the-middle” 공격을경험2 

2019 년까지모바일악성코드는전체악성코드의 1/3에달할것3

1. CVE.Mitre.org. CVEDetails.com: Android and iOS CVEs
2. Zimperium Global Threat Intelligence, 3Q 2017
3. Market Guide for Mobile Threat Defense Solutions, Gartner, 22 August 2017, ID: G00314969
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실존하는타깃공격들…



모바일위협

Device Attacks

공격의발판을
위한목표

Network Attacks

표적공격을위한
주요메커니즘

Malicious & Leaky 

Apps

불특정다수에
대한불법광고및

위협

Phishing Sites

불특정다수에
대한악성코드

배포



9All Rights Reserved ©  2018

네트워크 공격을 통한장치 공격
(Man-in-the-Middle 예시) – 자격증명 탈취

사용자화면공격자화면
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기기에대한공격은앱에대한공격과동일
(텔레그람예 – 메모리를통해채팅메시지보기)

User Screen

Attacker Screen
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해법은존재한다

Mobile MTD
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두가지핵심요소

1. 정책에근거한위협관리

2. 능동적위협방어
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1. 가용성과보안성을확보한위협관리

장치보안상태

Low

High
자
격

Perfect

위험노출증가

생산성감소

High
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2. 능동적인위협방어
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z9™ 탐지엔진은머신러닝을통해실시간, 온디바이스로
알려지거나알려지지않은모든위협을탐지합니다.

모바일을위해설계된특허받은탐지엔진

Device 

Attacks

Network 

Attacks

Malicious 

Apps

Phishing 

Sites
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zIPS –기업과 BYO 디바이스보호

사용자모드에서의작동

제로데이탐지

낮은배터리, 메모리소모Always-on

디바이스, 애플리케이션, 네트워크보호

iOS & Android 지원
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zIAP –인앱보호

앱에세계정상급보안을구현하는가장
빠른방법

❯ Z9의 DNA 위협검출기능

❯ 일반적인오용탐지. 

예) 탈옥, 루팅탐지

❯ 해커에의한정교한공격탐지 :

❯ 데이터탈취

❯ 키스트로크로깅

❯ 네트워크연결하이제킹

❯ 앱의메모리와파일읽기

❯ 프라이버시위협
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z3A™ –고수준앱분석

• 머신러닝과인공지능을통해앱분석

• 사용자에게설치된앱또는배포전앱에대한보안과프라이버시

위협분석

• Android와 iOS 앱을분석하는고성능클라우드

• 딥앱분석및포렌식

• Content – 앱코드

• Intent – 앱이수행하는행동

• Context – 도메인, 인증서, 공유코드, 네트워크통신등

• 명확하고실행가능한정보

• 앱별요약및상세분석보고서
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시스템구성
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실제사례

Mobile MTD



MTD 적용 30일후

zIAP
호주대형은행
모바일앱

고객앱

2천6백만
유저

임직원앱

5천
유저

TM



zIAP 천만단위의디바이스에서천만
단위의위협과공격탐지

TM

166K
DEVICES

495K
DEVICES

276K
DEVICES

1,433
NETWORKS

TM

900K
위협



은행은잠재적인공격에대한
가시성을확보

$1.1 BILLION
계좌

2만6천

4K 22K

공격된
디바이스



80% 의공격이기기손상을

목표로함

악성앱에의한위협

2,000

손상된네트워크위협

3,000

사용자기기에대한침해위협

21,000



Rooted or Jailbroken                                              16K

App Tampering                4K

Tampered (Not Jailbroken)   1K

MITM                                             2.5K

Rogue Access Points   0.5K

Rooting Apps                                              1.5K

Riskware 0.2K

Trojans

Fake Apps      

Spyware      0.1K

0.1K

0.1K
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https://www.ensecure.co.kr/

감사합니다


